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INTRODUCTION

Industrial control systems (ICS) make life easier for utilities, public transportation agencies, airports, and many other 
organizations— not to mention the populations they serve. Due to their importance delivering and managing electricity, 
natural gas, gasoline, water, waste management services, and more, it is critical that ICS are adequately protected against 
cybersecurity threats. Tampering with ICS can lead to dangerous consequences for human lives, a country’s critical 
infrastructure, and the environment. While the performance, reliability, flexibility, and safety of ICS might be strong, their 
growing interconnection with IT systems creates vulnerabilities that can be exploited by malicious attackers, if security 
gaps are not identified and mitigated properly and routinely.

This paper will highlight the challenges many industries and organizations face when it comes to ICS security and discuss 
solutions for improving the security of these critical systems that keep our country running. 

Approximately 90% of U.S. critical infrastructures are privately owned 
and operated.1

WHAT IS AN INDUSTRIAL CONTROL SYSTEM?

ICS are computer-based systems typically used within industries such as electricity, oil and gas, water treatment, 
transportation, manufacturing, and chemical manufacturing. The term ICS is collective and describes various types of 
control systems and instrumentation used to operate industrial processes. Common ICS include:

Supervisory Control and Data Acquisition (SCADA) Systems
SCADA systems focus on control at the supervisory level and assist with monitoring and controlling systems that sprawl 
long distances, as is the case with water and power distribution services. Having a SCADA system in place saves workers 
having to travel to perform maintenance tasks or collect data, because, not only does the software automate those tasks, it 
also transmits the data to an integrated human machine interface (HMI) at a centralized control system.

Distributed Control Systems (DCS)
DCS are used to control production systems in a single location. Using a centralized supervisory control loop (a device that 
interprets signals from sensors, breakers, switches, control valves, motors, and other components), DCS manage multiple 
local devices and quickly provide operational and production data. Due to redundant devices in the production process, 
the impact of a single fault in the system is inherently reduced.

Programmable Logic Controllers (PLCs)
PLCs are used in SCADA systems and DCS but serve different functions in each. In SCADA systems, a PLC acts as a remote 
terminal unit (RTU), which is a microprocessor-controlled device used to transmit data back to the master terminal unit 
(MTU). In DCS, PLCs act as local controllers within a supervisory control scheme. If the system configuration is small 
enough, such as in an automobile assembly line or power plant soot blower controls, a PLC can serve as the primary 
control component. PLCs differ from SCADA and DCS in that they lack a central control server and HMI. Therefore, they 
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IT Systems ICS

Purpose of systems Data processing
Control command of plants (physical, concrete), process 

regulation, data acquisition and processing

Functional constraints Business and confidentiality constraints 
Business constraints and “real-time” constraints, dependability 

constraints, 24/7 availability

Culture of users Computer engineers
Automation engineers, electrical and instrumentation 

technicians, process engineering specialists

Physical environment
Climate-controlled server room or 

office

Production workshops: dust, temperature, vibration, 

electromagnetism, proximity of hazardous materials, external 

environment, etc.

Geographical location
For the most part, in closed premises 

(office or home)

In warehouses, factories, on public highways, in the countryside 

(pumping stations, electricity sub-stations, etc.), isolated 

locations, at sea, in the air, and in space

Lifespan Approximately 5 years More than 10 years (sometimes 30-40)

Incident management Post-incident analysis (forensics)
The large number of parameters and the complexity of the 

environment limits the reproducibility of the incident

Components
Standard systems; systems “hardened” 

against cyber attacks

Real-time, robust systems for the difficult conditions of industrial 

environments; E²PROM systems, with no hard-disk

Diverse nature of 
components

Component compatibility is a technical 

requirement (homogeneity and 

interoperability)

The long lifespan of plants results in an “overlaying” of 

successive waves of technology at the same site, resulting in the 

phenomenon of equipment and software obsolescence2

are primarily used for closed-loop control without direct human involvement.1 The specific components of an ICS depend 
upon the needs of the facility. Typical components include:

What’s the difference between ICS and IT systems?
Put simply, “ICS control the physical world and IT systems manage data.” 1 More specifically, their risks, priorities, physical 
locations, constraints, and even lifespans vary. The table below illustrates the major differences between typical, on-premise 
IT (or information management) systems and ICS.

Safety instrumented systems (SIS)
Sensors and actuators (intelligent or non-intelligent)
Fieldbus
Manufacturing execution system (MES)
Engineering and maintenance software
Embedded systems

TYPICAL 
COMPONENTS 
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In truth, the gap between these two types of systems is closing. As ICS adopt IT solutions to promote corporate business 
systems connectivity and remote access capabilities, and are designed and implemented using industry standard 
computers, operating systems, and network protocols, they resemble IT systems more and more. This change leads to 
additional security concerns ICS didn’t have in the past.1

OBSTACLES TO SECURITY

Because ICS are highly interconnected and depend on other devices and systems for communication and process control, 
they are vulnerable to a slew of cyber attacks. Complex interconnection between systems means that a process failure in 
one location can turn into a cascading failure across each connected infrastructure. 

For example, if the microwave communications network within a SCADA system is disrupted, and monitoring and control 
capabilities are reduced, a large generating unit could go offline, resulting in a loss of power at a transmission substation. 
This, in turn, could cause power failure across an entire power grid: widespread blackouts that could impact oil and natural 
gas production, refinery operations, water treatment systems, wastewater collection systems, and pipeline transport 
systems that rely on that grid for power.1

Historically, ICS were isolated systems that were not connected to corporate or other networks. Special security training 
was conducted, the systems were locked away with effective physical security, and proprietary configurations, controls, 
hardware, and software were used to deter threats. Because of the obscurity and isolation of the systems, hackers inherently 
had fewer attack options. Today, the playing field has changed. ICS are more interconnected with IT systems than ever, in 
the effort to increase cost savings and operational efficiency. The average hacker has evolved, as well, and the Internet, with 
its abundance of information, makes compromising increasingly open ICS systems and protocols much easier.

The benefits of ICS no longer being isolated are that organizations have access to more expeditious communication, 
and more robust data collection and aggregation methods, and that interoperability is improved. On the down side, 
integrating ICS with modern IT-based computing and networking capabilities introduces unprecedented risk exposure. 
The increasing use of wireless networking, for instance, creates greater risk for ICS implementations from attackers in close 
physical proximity who do not necessarily have physical access to equipment. While there are solutions to deal with these 
attack vectors for typical IT systems, one size doesn’t fit all when it comes to ICS. Special precautions should be taken when 
implementing any kind of IT solution in an ICS environment. An organization might even find that an entirely new security 
solution is required for the ICS environment.1

“Essentially, security by obscurity relies on the fact that a given 
vulnerability is hidden or secret.... Of course, if anyone or anything 
accidentally discovers the vulnerability, no real protection exists to 
prevent exploitation.” 3
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Although the Internet has revolutionized the way the world communicates, it has also provided a forum where malicious 
attackers can share confidential hacking tools, gain intelligence on their targets’ infrastructures and control systems, and 
wage cyber warfare. Malicious attacks can generally be classified into three categories:

Targeted attacks. This type of attack is premeditated. The attackers are organized and have singled out their target for 
the sole purpose of causing havoc, whether to merely disrupt processes or, more frequently, to cause material damage. 
Targeted attacks are typically led by underground organizations with the resources to do considerable damage. They trick 
unwitting targets into downloading malicious tools or signing up for fake services via the Internet.

Challenge attacks. Malicious outsiders love to test their technical acumen and will prove they have what it takes to 
hack into reputedly secure systems, just to say they can. While this type of attack might be fun and games for the attacker, 
the consequences of a data breach are still very real for the target. 

Culprits of Cyber Attacks

Crackers & Hackers 
Attackers who break into systems for profit or 
bragging rights

Insiders
Employees who, purposefully or not, disrupt a 
corporate network

Hostile Countries
Foreign attackers who seek to harm enemy 
countries

Terrorists 
Attackers who seek to compromise systems due 
to a driving ideology or cause
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Man-in-the-middle (MITM) attacks. There are several examples of MITM attacks, including spoofing, replay 
attacks, and network sniffing. When ICS lack proper encryption and authentication controls, malicious attackers use these 
weaknesses to corrupt in-transmission instructions, commands, or alarms. Replay attacks can trigger automatic system 
responses, resulting in unpredictable malfunctions. Spoofing attacks can cause inaccurate monitoring data to be presented 
to system operators, prompting inappropriate and potentially dangerous human intervention. Network sniffing may expose 
confidential data to invisible interception for governmental or industrial espionage, terrorist attacks, or criminal pursuits.

Control system device corruption. Control logic software is an easy target for malicious users, and a corrupted 
device can grant them the ability to do damage to the system, cause service disruptions, and present safety risks. The 
firmware for control logic is not protected, meaning configurations could be easily altered by anyone with access.4

“The issue is…industries have in many cases adopted digital 
technologies on an ad hoc basis and without any prior strategy, 
and a variety of different systems are interconnected, with the main 
concerns being productivity, efficiency, and safety— but rarely 
security.” 2

Non-targeted attacks. Unfocused cyber attacks are like spread from a shotgun. One attack can affect multiple 
individuals, and the intent is to do as much harm as possible. Attacks often include malware and spam campaigns.2

The following are examples of vulnerabilities and attacks that commonly lead to security breaches in ICS:

Denial of service (DoS) attacks. ICS are vulnerable to TCP/IP DoS attacks, such as SYN flooding, low-rate DoS (LDoS) 
attacks exploiting TCP’s retransmission time-out mechanisms, and buffer-overflow scenarios. DoS attacks involve sending 
reset, halt, or reboot commands that can significantly slow down control systems.

Insecure protocols. Outdated protocols, such as FTP and Telnet, are generally used for ICS operations but are not 
inherently secure. For instance, Object Linking and Embedding for Process Control (OPC), a standard protocol for data 
communication between control devices, must run without authentication. Additionally, communication protocols for 
control devices, such as Modbus/TCP, Ethernet/IP, and DNP3, do not typically require any authentication to remotely 
execute commands on a control device, and there are no encryption options available.

Basic access control gaps. ICS devices must have at least basic access control separating the system software mode 
and the application program mode but usually fail to meet this requirement. Server and terminal authentication is often 
nonexistent and, when it does exist, proves ineffective. Moreover, differentiation of access privileges between administrators 
and end users is generally unavailable or left unimplemented. 



7

FY 2014 FY 2015 FY 2016 FY 2017

1. Boundary Protection 1. Boundary Protection 1. Boundary Protection 1. Boundary Protection

2. Access Control Policy and 

Procedures
2. Least Functionality 2. Least Functionality

2. Identification and Authorization 

(Organizational Users)

3. Least Privilege 3. Authenticator Management

3. Identification 

and Authorization 

(Organizational Users)

3. Allocation of Resources

4. Remote Access

4. Identification and 

Authorization (Organizational 

Users)

4. Physical Access Control 4. Physical Access Control

5. Physical Access Control 5. Allocation of Resources
5. Audit Review, Analysis, 

and Reporting
5. Account Management

6. Information System Monitoring 6. Least Privilege
6. Authenticator 

Management
6. Least Functionality5

Organizations also face internal struggles with ICS security. It comes as no surprise that one challenge is budget. 
All companies, in every industry, have financial concerns when it comes to implementation and maintenance costs. There is 
always pressure to streamline and automate processes in an effort to cut costs— but this practice also runs the risk of cutting 
corners. Each connection between an ICS and IT network creates new vulnerabilities and attack vectors for malicious users to 
exploit, so streamlining the relationship between physical and data control must be handled with care.

The Industrial Control Systems Cybersecurity Emergency Response Team (ICS-CERT), a component of the Department of 
Homeland Security (DHS) National Cybersecurity and Communications Integration Center (NCCIC), conducts yearly ICS 
vulnerability assessments and publishes the most prevalent weaknesses to help protect the critical infrastructure of the 
United States and reduce the risk of cyber attacks. Data is currently available through 2017.

Industries possess one advantage in terms of the security of their 
information systems: they have a robust culture of dependability for 
their plants, and, in most cases, they possess in-house cybersecurity 
competencies for their office systems. These two cultures must now 
come together, and efforts must be combined, in order to protect 
ICS appropriately.2
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“USB sticks and maintenance laptops are also major vectors for 
malware propagation, even in isolated systems.” 2

In 2017, ICS-CERT conducted 176 assessments of ICS across the energy, water and wastewater systems, dams, commercial 
and government facilities, critical manufacturing, transportation systems, and food and agriculture sectors. The table below 
illustrates the most commonly occurring weaknesses discovered and the risks involved.

Based on the findings from ICS-CERT, vulnerabilities from years ago are still prevalent today. While security awareness is 
increasing, the pursuit of ICS security is an ongoing process involving many steps.

FY 2017 Most Prevalent Weaknesses

Area of Weakness Rank Risk

Boundary Protection 1
 » Undetected unauthorized activity in critical systems 
 » Weaker boundaries between ICS and enterprise networks

Identification and 

Authentication 

(Organizational Users)

2

 » Lack of accountability and traceability for user actions if an account is compromised
 » Increased difficulty in securing accounts as personnel leave the organization, 
especially true for users with administrator access

Allocation of Resources 3
 » No backup or alternate personnel to fill position if primary is unable to work
 » Loss of critical knowledge of control systems

Physical Access Control 4

 » Unauthorized physical access to field equipment and locations provides increased 
opportunity to:
 » Maliciously modify, delete, or copy device programs and firmware
 » Access the ICS network
 » Steal or vandalize cyber assets
 » Add rogue devices to capture and retransmit network traffic

Account Management 5
 » Compromised unsecured password communications
 » Password compromise could allow trusted unauthorized access to systems

Least Functionality 6
 » Increased vectors for malicious party access to critical systems
 » Rogue internal access established 5

MAINTAINING ICS SECURITY

Uptime and reliability are critical to effective ICS. A compromised ICS impacts the health and safety of human lives and 
can have serious environmental effects. Any ICS operator will tell you the most important factor in running an ICS is safety. 
Because of this, ICS security matters must operate within and support safety requirements. If there is disconnect or conflict 
between safety and security, ICS operators will have to decide which to uphold. This situation creates unnecessary risk for 
the organization and can result in unexpected, or disastrous, consequences.
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When evaluating the impact of a cyber incident on the physical 
environment, focus on potential damage to human safety, the 
natural environment, and other critical infrastructures.1

Conducting regular risk assessments is a best practice for every organization hoping to gain insight into the likelihood of 
experiencing an attack and its possible impact on critical systems. For ICS, this means identifying threats and vulnerabilities 
to and in physical processes, systems, and the environment, in addition to the digital counterparts typically assessed during 
an IT risk assessment. An ICS risk assessment should include evaluations of:

 » How an incident could manipulate the operation of sensors and actuators to impact the physical environment
 » What redundant controls exist in the ICS to prevent such an impact
 » How a physical incident could emerge based on these conditions¹

The Department of Energy has released a helpful 21-step guide for specifically improving the cybersecurity of SCADA 
networks. The guide addresses the following essential actions to protect SCADA security:

Identifying SCADA network connections

Disconnecting superfluous connections

Strengthening necessary connections

Hardening SCADA networks by removing unnecessary services

Decreasing reliance on proprietary controls

Implementing vendor security features

Establishing backdoor controls

Implementing intrusion detection systems and incident monitoring

Performing technical security audits

Conducting physical security surveys

Deploying red teams to identify attack vectors

Defining cybersecurity roles and responsibilities

Identifying and documenting network architecture and sensitive systems

Establishing an effective risk management process

Developing a network protection strategy

Identifying cybersecurity requirements

Establishing configuration management processes

Performing self-assessments

Establishing backups and disaster recovery strategies

Establishing leadership commitment and individual accountability

Developing effective security policies and training6

01
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03
04
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06

07
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09
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20
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“The best defense in control system security is having a solid network 
architecture that isolates sensitive control systems from inherently 
risky enterprise networks.” 5

DHS has also published the following steps to strengthen ICS protections:

 » Use application whitelisting to protect infrastructure from potentially harmful programming
 » Implement configuration management and patch management controls to keep control systems secure
 » Reduce attack surface areas by segmenting networks into logical parts and restricting host-to-host communications 
paths

 » Require multi-factor authentication and enforce the principle of least privilege (POLP)
 » Require remote access to be operator-controlled and time-limited
 » Monitor traffic within the control network and on ICS perimeters
 » Analyze access logs and verify all anomalies
 » Ensure the restore includes golden records, so systems can be rolled back to the last known good state7

CONCLUSION

With great interconnection come great vulnerabilities…
Ensuring the security of ICS might seem daunting given the long list of challenges, but the importance of this goal cannot 
be overstated. Countries depend on reliable ICS to control critical infrastructure. When these systems are not secure, 
malicious attackers find them easy prey, causing service disruptions, product contamination, and even deaths.

By performing regular risk assessments and evaluating security controls, organizations can ensure both the safety and 
security of ICS, including the associated physical systems, processes, and environments. Although cyber attacks are evolving 
steadily, so too are the strategies for improving security. The key is to establish an ongoing risk management process and 
follow through by conducting regular risk assessments. This will help ensure ICS system vulnerabilities are identified, and 
layered security is instated for operations, personnel, and technology. The stronger the security measures implemented, 
the less appealing a system appears to a potential attacker.

To learn more about securing your ICS infrastructure, contact Securance today.

https://www.securanceconsulting.com/contact-us/
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ABOUT SECURANCE

Securance has two decades of experience helping organizations 
combat evolved cyber threats, build effective risk management 
programs, align with compliance standards, and increase 
operational efficiency. Our comprehensive approach integrates 
proven methodologies, dependable expertise, and each customer’s 
unique requirements to maximize the benefits and long-term value 
of each assessment.
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